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Abstract-- Cloud computing is the evolution of a variety of
technologies that have come together to alter an organization’s
approach to building out an IT infrastructure. There are various
issues in cloud that need to resolve with respect to security and
privacy .Many applications have to manage different types of
data that a single store cannot efficiently. Consequently, clouds
need to deploy multiple data stories, allowing applications to
choose those corresponding to their data requirements. Existing
solutions that use single cloud storage and data integrity and
access control services. This project proposes a model to securely
store the information or data into the cloud using the various
security storage methods and splitting data into several chunks
and storing parts of it on multiple cloud providers (e.g. Google,
Microsoft, Linux etc) In a manner that preserves data
confidentiality, integrity and ensures availability. Our approach
preserves security and privacy of user’s sensitive information by
replicating data across multiple clouds, using a secret sharing
and homomorphic encryption technique and also defining the
new algorithm (CDSA) for secure storage The Cloud server
allows user to store their data on a cloud without worrying about
correctness & integrity of data. Multi Cloud data storage has
many advantages over the different types of data storage. In this
project enhanced to security and service model for cloud
computing.

Keywords— Cloud Computing, Security, Data Storage, Multi-
Cloud and Homomorphic Encryption.

INTRODUCTION

The Cloud computing offers dynamically scalable resources
provisioned as a service over the Internet. The third party, on-
demand, self-service, pay-per-use, and seamlessly scalable
computing resources and services offered by the cloud
paradigm promise to reduce capital as well as operational
expenditures for hardware and software. Clouds can be
categorized taking the physical location from the viewpoint of
the user into account. A public cloud is offered by third-party
service providers and involves resources outside the user’s
premises. In case the cloud system is installed on the user’s
premise—usually in the own data center this setup is called
private cloud. A hybrid approach is denoted as hybrid cloud.
This project will concentrate on public clouds, because these
services demand for the highest Security requirements but
also—as this project will start arguing include high potential
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for security prospects. In public clouds, all of the three
common cloud service layers (laaS, Paas, SaaS) share the
commonality that the end-users’ digital assets are taken from
an intra -organizational to an inter- organizational context.
This creates a number of issues, among which security aspects
are regarded as the most critical factors when considering
cloud computing adoption. Legislation and compliance
frameworks raise further challenges on the outsourcing of
data, applications, and processes. One idea on reducing the
risk for data and applications in a public cloud is the
simultaneous usage of multiple clouds. Several approaches
employing this paradigm have been proposed recently. They
differ in partitioning and distribution patterns, technologies,
cryptographic methods, and targeted scenarios as well as
security levels. This project is an extension of and contains a
survey on this different security by multi-cloud adoption
approaches. It provides four distinct models in form of
abstracted multi-cloud architectures. These developed multi
cloud architectures allow to categorize the available schemes
and to analyze them according to their security benefits.

An assessment of the different methods with regard to legal
aspects and compliance implications is given in particular.
Field measurements show that large-scale storage systems
commonly experience disk/sector failures, some of which can
result in permanent data loss. For example, the annualized
replacement rate (ARR) for disks in production storage
systems is around 2-4 percent. Data loss events are also found
in commercial cloud-storage services. With the exponential
growth of archival data, a small failure rate can imply
significant data loss in archival storage. This motivates us to
explore high performance recovery so as to reduce the window
of wvulnerability. Regenerating codes have recently been
proposed to minimize repair traffic (i.e., the amount of data
being read from surviving servers). In essence, they achieve
this by not reading and reconstructing the whole file during
repair as in traditional erasure codes, but instead reading a set
of chunks smaller than the original file from other surviving
servers and reconstructing only the lost (or corrupted) data
chunks. In this project, we design and implement a practical
data integrity protection (DIP) scheme for regenerating-coding
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based cloud storage. We augment the implementation of
functional minimum-storage regenerating (FMSR) codes and
construct FMSR-DIP codes, which allow clients to remotely
verify the integrity of random subsets of long-term archival
data under a multi server setting. FMSR-DIP codes preserve
fault tolerance and repair traffic saving as in FMSR codes.
This adds to the portability of FMSRDIP codes and allows
simple deployment in general types of storage services. By
combining integrity checking and efficient recovery, FMSR-
DIP codes provide a low-cost solution for maintaining data
availability in cloud storage. There are different types of
clouds that you can subscribe to depending on your needs. As
a small business or large industries owner, you will most

likely use the public cloud services.

1. Public Cloud - A public cloud can be accessed by any
subscriber with an internet connection and access their own
cloud space.

2. Private Cloud -A private cloud is established for a
specific group or organization and limits access to just do
that group.

3. Community Cloud -A community cloud is shared
among two or more organizations that have similar cloud
requirements.

4. Hybrid Cloud - A hybrid cloud is essentially a
combination of at least two or more clouds.

Volume-1, Issue-1, May - 2015

A. Multi-cloud Model

It is a more complex system than a hybrid cloud, which is
typically a paired private and public cloud. Multi-cloud add
more clouds to the mix (i.e. perhaps two or more public laaS
providers, a private PaaS, private use-based accounting, etc.)
which aims at minimizing the risk of service availability
failure, corruption of data, loss of privacy, and the possibility
of malicious insiders in the single cloud. Known also as,
“cloud-of-clouds”, this strategy can improve the enterprise
overall performance by avoiding vendor lock-in (proprietary
rights) and using different infrastructures to meet the needs of
diverse partners and customers to avoid the service
unavailability and security risks that can occur inside a single
cloud infrastructure. And assume that the main purpose of
shifting towards inter-clouds is to improve what was offered in
single cloud by distributing the reliability, trust and the
security among multiple cloud providers. The main aim is to
provide the high security and flexible service model for cloud
consumers. When the cloud consumer’s use a single cloud
system, there may be a chance to loss their own data and it
may be corrupted .Once the users lost their data or
information, it can’t be easy to retrieve that. But our proposed
system defined for multi cloud storage for the consumer’s
access and storing data into the secure manner.

Il. RELATED WORKS

In public clouds, all of the three common cloud service
layers (laaS, Paas, SaaS) share the data from the end-users.
This creates a number of issues, among which security aspects
are regarded as the most critical factors when considering
cloud computing adoption. One idea on reducing the risk for
data and applications in a public cloud is the simultaneous
usage of multiple clouds. Cloud computing creates a large
number of security issues and challenges. The cloud provider
and attacks on cloud interfaces to misusing the cloud services
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for attacks on other systems. The main problem in cloud
computing paradigm implicitly contains is that of secure
outsourcing of sensitive as well as business-critical data and
processes. The user must be aware of the fact that all data
given to the cloud provider leave the own control and
protection sphere. A strong trust relationship between the
cloud provider and the cloud user is considered a general
prerequisite in cloud computing.

I1l. PROPOSED SYSTEM

In a proposed model, multi- clouds are used to mitigate the
risks of malicious data manipulation, disclosure, and process
tampering. Integrating multi-clouds, the trust assumption can be
lowered to an assumption of no collaborating cloud service
providers. This setting makes it much harder for an external
attacker to retrieve or tamper hosted data or applications of a
specific cloud user. Multi cloud approaches are operating on
different cloud service levels, are partly combined with
cryptographic methods, and targeting different usage scenarios.
This proposed model also defined by the new security algorithm
for data storage process into the cloud server and using
replication technique splitting the data and stored into several
chunks of clouds or multi clouds. Multi cloud model overcoming
the data loss, reduce the data corruption and increase the
availability of cloud services. The component present in proposed
system is multi cloud model for cloud consumers and cloud
broker and cloud providers. The cloud providers have ‘N’ number
of datacenters for the consumers’ data storage.
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Fig.1. System Architecture
Cloud consumers going to access the different type of clouds
based on their needs the multi cloud setup for cloud storage
.The multi —cloud environment has on many benefits for cloud
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users for the storage of data or applications. Here, two
different types of cloud providers defined (i.e., cloud A and
cloud B).User interface designed by the preprocessor for cloud
users through the Ul going to storage the data into cloud
server .After the data storage into cloud server defined by the
logic to store the data into two different clouds .Replication
process used for the multi cloud data storage and secret
sharing process for key generation. Key generation is used for
encryption and decryption data uploading and downloading
process.
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Fig.2. Uploading cloud

ALGORITHM 1: Cloud Data Storage

MODULE M

Begin

1. Data is stored on cloud

2. Data is encrypted

3. Verification of data is done by CSP using AES
4. If data is valid

Go To Module T

Else

Invalid data

End

MODULE T

Begin

1. Check the data stored.

2. If proof = direct then Report =

direct access Else

Return {1, 0}

1: if integrity of data is verified as correct

0: if integrity of data verified is incorrect End

(S B & SRR RS FSERE

Fig.3.Cloud Storage-Linux cloud

1VV. CONCLUSION

The use of multiple cloud providers for gaining security
and privacy benefits is nontrivial. The benefits of cloud
computing are clear: minimizing the risk of physical
infrastructure deployment, reducing cost of entry, reducing the
execution and response time of applications, etc., To this end,
this paper focuses on the issues related to the security aspects
of cloud and aims at facilitating a new model which uses
multiple cloud service providers (CSP) and Replication
technique to prevent and overcome all the shortcomings of a
single cloud model. The purpose of this model is to reduce the
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security risks which occur in cloud computing. Also, we
address the issues related to data integrity, confidentiality and
service availability arguing why the multi-clouds model is
superior to single cloud by giving relevant scenarios where the
single cloud approach fails. Therefore, it is clear that storing
the data over multi-clouds is efficient, so with the tools and
functionality available today, we strongly believe that there is
no excuse for not going the multi-cloud route. In future
develop Multi cloud computing into real time applications and
enhancing the security aspects .We also concentrate the
applied into high volume of data replication into multi-cloud
system. We going to develop multiple applications into single
login to control and access the cloud data’s.
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